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LEQ #8: What is one 
way to be safe while 

on the Internet? 

7-1 



Video 

Operation Safe Surf: 

Alicia’s Story 
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BASIC SAFETY RULES FOR CHILDREN 
 
- You should not get into a vehicle and go anywhere with any person unless your 
parent or guardians have told you it is okay to do so on that day. 
 
- If someone in a vehicle follows you, stay away from them and turn around and 
run in the opposite direction. 
 
- If someone is following you on foot, run away as fast as you can and tell a 
trusted adult what happened. 
 
- Grownups should not ask: No one should be asking you for directions, asking 
you to help look for something like a “lost puppy” or telling you your mother or 
father is in trouble and he or she will take you to them. 
 
- If someone tries to take you somewhere, quickly get away from them and yell or 
scream.  
 
- If someone tries to grab you, make a scene and make every effort to get away 
by kicking, screaming, and resisting. 
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One - Pedophiles.  
It’s a small percentage, but kids do get molested because they posted their information. 
Don’t be an easy target.  
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Tip #5: DON’T List Your Personal Information  
Why not?  3 good reasons. .. 
Two – Spammers. 
They LOVE to see your email address posted. There is software out there that actually 
searches websites for email addresses. It sees the “@” symbol and says, “Ha! I got you 
now!”  
Of all the personal information, your email is probably the least dangerous to give out. So 
if you’re going to pass out info, please make it only your email. 
But don’t blame me when your inbox fills up with spam.  
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Tip #5: DON’T List Your Personal Information  
Why not?  3 good reasons. .. 
Three – Hackers. 
Hackers are incredibly good at what they do. Let’s say you set your security on Facebook 
for “only friends” to see. If someone hacks into your friend’s profile, that someone has full 
access to your contact info.  
In no time, you’ll get sales calls, texts, spam and junk mail. You might as well have put your 
own name on the “I-Heart-Spam-And-Sales-Calls” list. And you might be next in line for 
identity theft.  
Your real “friends” should already have your personal information. So don’t post it.  
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She thought she was making a small event on Facebook, but ended up with 21,000 RSVPs!  
LOL! Funny right?... Her mom (or mum… she was in England) didn’t think it was funny.  
Rebecca posted her personal information, so Mum had to change the SIM card on 
Rebecca’s phone.  
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Tip #4: DO Use Privacy Settings  
There’s that really funny story about Rebecca Javeleau's 15th birthday party in England. 
She thought she was making a small event on Facebook, but ended up with 21,000 RSVPs!  
LOL! Funny right?... Her mom (or mum… she was in England) didn’t think it was funny.  
Rebecca posted her personal information, so Mum had to change the SIM card on 
Rebecca’s phone.  
The police in her small town didn’t think it was funny either. Since she posted her address, 
she couldn’t stop anyone from coming. And even though the party was cancelled, revelers 
came anyway.  
Had she read up on a few internet safety tips for teens, she might have avoided this little 
"episode".  
USE those privacy settings… and DON’T post your personal information!!!  
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Anyone can get a hold of it. If the jerk from school gets a hold of a picture of you in your 
underwear, chances are it will go viral. Then everyone will see you in your underwear.  
…how embarrassing!  
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Tip #3: DON’T Post Questionable Pictures Of Yourself…  
…or anyone else for that matter. I don’t care if you’re only posting it for your friends.  
Once online it’s always online.  
Anyone can get a hold of it. If the jerk from school gets a hold of a picture of you in your 
underwear, chances are it will go viral. Then everyone will see you in your underwear.  
…how embarrassing!  
And don’t do that to your friends either. They don’t need that kind of humiliation.  
That's called "bullying" and could get you kicked off certain sites. They want people to play 
nice... so play nice! 
Kids have even been taken to court for sharing pictures of their friends in skimpy 
swimming suits. The court called it “child pornography”. 
That is serious stuff.  
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Molesters are amazingly crafty. They pretend to be your friend so they can use you.  
Don’t get used. Be smart.  
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Tip #2: DON’T Discuss Sexual Things Online… 
…especially with someone you only met online. Chances are they will want to meet to 
“show” you how things work. Or in other words, they want to molest you.  
Molesters are amazingly crafty. They pretend to be your friend so they can use you.  
Don’t get used. Be smart.  
If you’re curious about sexual things, go to your parents. If you can’t go to your parents, go 
to a trusted friend or even the library.  
Asking people online about sex is asking for trouble. Don’t do it.  
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Tip #1: DO Remember - There Is No True Privacy Online  
Out of all the internet safety tips for teens, there's a reason I labeled this the #1 Tip.  
Privacy settings are like a deadbolt on the door. It is important to lock it, but it can't 
guarantee you won't get broken into. 
The best privacy settings are no match for spyware, hackers or leakers. Anything you say 
can and will be used against you.  
Spyware seems to install itself these days. It can watch everything you search on the 
internet. Some spyware can watch your very computer screen.  
It’s maddening, but it is everywhere!  
Even Google tracks the things you search.  
So watch what you do. Be smart online because, invited or not, somebody could always be 
watching. Online privacy simply doesn't exist. 
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Use common sense…   

Keep It Real: 
 It may sound totally lame to a teen’s ears, but following 
the Golden Rule when social networking is the best way to 
keep from being bullied or harassed.  
Research has shown that those who harass others online 
often become victims of harassment themselves. 
Avoid trouble by being yourself, being honest, and treating 
others with respect — just like you would in the real world.  
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Protect Your Passwords:  
You are never too old to be reminded that passwords 
should never be shared with anyone, even friends.  
The strongest passwords are combinations of letters and 
numbers and don’t include names or other identifiable 
information that can be easily guessed.  
Seal your passwords in an envelope so that they can be 
accessed in an emergency.  
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Post With Caution:  
Posting personal information or inappropriate messages 
can put you at risk with strangers as well as friends.  
Once a message or picture is e-mailed or posted, it’s 
almost impossible to get it back.  
Friends break up, but a picture on the Internet is forever. 
If you have profiles on networking sites like Facebook or 
Tumblr, remember that whatever you post becomes public. 
Anything you wouldn’t want a stranger — or  your college 
advisor, teacher, parent, employer — to see should be kept 
offline.  
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Keep It Clean:  
Talking about sex or sharing explicit images online may 
sound like fun, but it can lead to anything from 
embarrassment among friends to a predator’s “grooming” 
(online stalking). 
And in the case of photos, it’s actually illegal.  
If you are on the receiving end of sexual messages or 
images, the first thing you should do is tell your parents or 
another trusted adult. Together you can contact the police 
and/or report it to CyberTipline.com.  

http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=2936
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Don’t Meet Online Friends Offline:  
The fact is, there’s no way to be sure that someone you 
met online is really who they say they are.  
And once you meet in person, you put yourself in actual 
real-world danger. So why do it?  
You should always bring friends along and let your parents 
or another trusted adult know where you’ll be. 
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Real Life Stories: 

Your Photo Fate 
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